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of 923 homes. This will
result in vulnerability to
planning appeal decisions
and potential development
in the Green Belt as the
presumption in favour of
sustainable development
will apply. (Note the
published 2018 household
projection figures have
resulted in an annual
requirement of 868 homes
per annum)

not to issue planning
decisions until a
mitigation strategy is in
place for Epping Forest
SAC, is likely to have
ongoing consequences
for delivery. There is
now further delay as a
result of Natural
England’s objections to
the Habitat Regulations
Assessment, which has
led to the Inspector’'s
advice that further work is
required to inform the
mitigation strategy, which
is now almost complete.
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RiskNo1 | Vulnerability: The failure to deliver at
Without an adopted Local the required threshold set
Local Plan Plan and. with the . out in the NPPF of 95%
introduction of the Housing | of the housing
Delivery Test from requirement over the
November 2018, the previous three years
Council’s ability to deliver triggers a requirement for
housing at the required the Council to prepare an
rate will lead to the action plan in line with
presumption in favour of national planning
sustainable development guidance to assess the
being applied and the causes of under delivery
requirement to prepare an and identify actions to
action plan. increase delivery.
Consequence: AItho_u_gh there are
transitional arrangements
Without an adopted plan with lower thresholds for
setting the Council’s November 2018 and
housing requirement at 518 | 2019, the delay in T
the measurement used will | submitting the Local Plan O| x
be the 2014 household as a result of the Judicial | =+ Q
projection figures/standard | Review and Natural E <
method for assessment England’s requirement Wl =
with an annual requirement >

INHERENT
RISK RATING

for consultation on MMs.

3) Systematic approach to
Duty to Co-operate, engaging
public bodies including Natural
England and the Conservators.

4) Consultants in place to
support project management,
resource planning,
Sustainability Assessment,
transport modelling, master
planning.

5) Regular reports at officer
and Member level through the
Cooperation for Sustainable
Development Group.
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1) Local Plan Submission 1) A revised timeline
Version 2017 agreed by of the programme of
Council on 14 December 2017 work for the final
and published between 18 tranche of the Main
December 2017 and 29 Modifications (MM)
January 2018. Following the agreed with the
JR the plan was submitted for Local Plan
examination in September Inspector. Regular
2018 and took place between updates are
February & June 2019. The provided and posted
Inspector’s advice issued on 2 on the Council’s
August 2019 requires the website. The last
Council to undertake further update was =
work to support the Local Plan, provided on 2 =
which is now underway. October 2020 in g
2) Revised Local Development which the Inspector g
Scheme (LDS) adopted by explained that due @
Local Plans Cabinet Cttee 22 to other ®
November 2018 following commitments there 3
submission of plan for T o would be a delay in | Planning "
independent examination. this | (7 2 reviewing the MMs | Services 2
will be updated once there is T| < submitted as agreed | Director 3
some certainty on programme = in September. The £
g
g
g
[o8
3
=
2

MM consultation
due late October for
6 weeks is therefore
delayed which will
push back the
adoption to
Spring/Summer
2021.

2) Review progress
against new key
milestones

3) Important that key
decisions do not
precede Duty to Co-
operate i.e. “fait
accompli”.

4). Scrutiny Function
to be undertaken by
Stronger Place

Qolart Cammittaan
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REF

RISK (IF - THEN)

BACKGROUND -
CAUSE/EFFECT

LIKELIHOOD

IMPACT

Risk No 2

Welfare
Reform

Vulnerability:

The government has
pledged to make
substantial savings from
the overall welfare bill. This
will require a major reform
of the welfare system
which is likely to have
serious impacts on the
Council and the
community. This includes
Universal Credit, changes
to Council Tax and other
benefits and direct
payments to tenants.

Consequence:

e Tenants no longer
able to afford
current/new tenancies.

e Increase in evictions
and homelessness

e Increased costs of
temporary
accommodation

e Unable to secure
similar level of income
due to payment
defaults

e Increase in rent and
Council Tax arrears

e Public dissatisfaction

e  Criticism of the
Council for not
mitigating the effects
for residents.

Welfare reform changes
have a detrimental effect
on the Council and
community.

VERY HIGH

MAJOR
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Cross-service and sector To continue to
working group established to develop the online
access impacts of the customer offering
introduction of Universal Credit and nuance it
and to produce an action plan according to
to mitigate the effects. changing
circumstances.
Working group has been
created to meet on a regular
basis.
Action Plan developed in
2019/20 by baselining the
effects of Universal Credit is
being implemented in 2020/21.
A multi-agency hub has been
created in Waltham Abbey to
act as a one stop shop for Tl w
vulnerable residents and is ol E
seen as a potential model for T é Customer =
the district in affected > | W Services 5
areas. Covid lockdown has x|l o Director =
temporarily curtailed this. A g g

virtual portal has been created
to provide a resource for
customers to use that
signposts them to the online
services from partners involved
in the physical hub. Itis
currently targeting those who
are at highest risk when
furlough ceases i.e. younger
working age
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returns from the LACTO
initiative is vital to
maintaining financial self-
sufficiency and avoiding
service cuts; and

Financial Control

Tighter financial control is
essential in a more
challenging financial
environment that lies
ahead

)
Q|
BACKGROUND - 29
REF RISK (IF - THEN) St =EcT > 8
¥ —
-
Risk No 3 Covid-19 Covid-19 estimated
The Council has had a 2\7’6;22 financziil presiure
Financial | Strong Balance Sheet for 500 m (at 24 October
Resilience several years with a high 020)
level of unallocated Slippage in timetabled
General Fund Reserves. income and benefits from
However, the impact of Que_ll!s Initiative (algh_ough
Covid-19 is posing a poscljtlve progress being
significant threat to made)
accumulated reserves; Corporate financial
there is also some legacy planning, management
risks to the base budget as | and reporting processes
income streams from in transition following
sources such as car significant upheaval
parking and leisure may during 2019/20.
never recovery to pre- CIPEA Einancial
pandemic levels. The Management Code
following matters therefore | g0 ive from 1 April T
assume heightened 2021: step change x| 9
importance; improvement required to Q T
Qualis Income achieve compliance < E
Securing planned income = g
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Covid-19 D_eliver_ updated_
Financial Planning
Short term financial impacts Framework for
controlled through 2021/22 to 2025/26
management of Government (adopted by Cabinet
support packages and 2020), including
budgetary control mitigation developing a
measures in 2020/21 sustainable budget
Medium/Long Term financial ;oédzrggsléiz that
Lmzicf lt\;ljet:jeiuTna'?sgrﬁd underlying structural
Finangcial Planning Process dggfi(t)r(%i\%?rejﬂ one-
(first iteration of 2021/22 to Y onded ceriod
2025/26 due to Cabinet in through th[; sele;:ted
November 2020) use of reserves).
Qualis
o . Complete
Council’s interests directly transformation of
overseen and managed by Finance function
Section 151 Officer with | 5 Strategic >
tailored support from specialist | (O | —~ Director & =
professional advisors T <§E 151 Officer S

Financial Control

Process improvements being
rolled out by Deputy S151

Interim support for Finance
Team to address temporary
capacity shortages; permanent
solution under development

Specialist professional advice
utilised to address specific
risks to Housing Revenue
Account

Continued improvement in
monitoring
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e Loss of revenue
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Risk No 4 Vulnerability: Risk that Council
_ Economic development performs relatively poorly
Economic and employment is very compa_r_ed to other
Developme important, particularly in authorities.
nt the current economic Risk remains high in
climate. The Council needs terms of the genera|
to be able to provide economy, however, the
opportunities for economic | Council is making good
development and headway in terms of the
employment (especially Council’s response to
youth employment) inthe | Covid-19 and economic
District. recovery. For example,
Consequence: from the initial appraisal
of Waltham Abbey, that
y Una_b_le to secure . there is a lower vacancy
sufficient opportunities | 14¢e than the national
e Local area and people | average; assessed as
lose out being 5%. In addition, the | T
e Insufficient inward Council h_as no va_lcant 9 a
) commercial premises. | O
investment > 2
e Impact on economic % S
vitality of area >
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Economic Development Plan Att'gs meetlng_ of
(Nurturing Growth) was drafted 19% Oct, Cabinet
and presented to Economic f°."“f’"”y agreed the
Development Board and priority projects for
subsequently to Cabinet Cttee gg\c/gjvgri?rt]ﬁ?s:g
for approval. Cabinet . ' .
requested further consultation include regeneration
with stakeholders, and this was of the five Town
carried out through October & Centres in the
November, culminating in a D'smCt.’ Employment
consultation event on and.skllls, NWA
November 13™. A revised Business Zone,
Economic Strategy and Sustainable
associated report was Transport and Local
submitted to Cabinet in May Ssézitct)ie\:\}ag ade
which was agreed and i
contained a request for to remove the Digital
additional staff to undertake " Gat_eway for Place
High Street Recovery work. s| E project. Community
; ; i 2 é The work on these | &nd z
With the impact of Covid-19 a ol w roiects will serve to | Partnershi z
completely new acti_on planhas | W | A Eeli) recovery and ps Service S
been developed which = g sustainability of the | Director

considers a range of options
for recovery of local high
streets as this is now seen as
the priority for Economic
Development.

local economy, but
will not provide
certainty for local
businesses.
Therefore the risk
for the local
economy remains
high
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legal implications

¢ Reputation damaged
and loss of public
confidence

)
Q|
BACKGROUND - 2|
REF RISK (IF - THEN) CAUSEIEFFECT =)y
v | =
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Risk No 5 Vulnerability: Risk of data held by the
The authority handles a _Councu e!‘ds lrjlp ":j
Data / large amount of personal g;sﬂzmﬁgie Gi?lefélly
Information and busmess_ data. Either effective o date with no
through hacking or S | U
carelessness, security of s;]gmﬂcagt apses fsﬁce
the data could be tzoelgtlgcl)::ctlon ofthe
compromised. )
Consequence: The work programme
for the Information
» Breach of the 2018 Governance Group, who
Data Protection Act oversees this risk, is
(DPA) and the General | comprehensive but has
Data Protection limited resource
Regulations leading to | to progress the work.
significant fines or/and
intervention by the
Information
Commissioner’s Office T nd
(ICO) 5l 8
e Increased costs and T <§’:
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Significant work was The introduction of
undertaken by the Council to the Information
ensure it was compliant in time Governance Group
for the introduction of the is reviewing current
GDPR in May 2018. This arrangements and
included review of policy and ensure these are
procedures, staff and Member strengthened where
training and awareness, required.
completing an information The IGG will work
asset register/register of with the Information
processing activities and Asset Owner Group
reviewing security of data to embed
arrangements. understanding of the
The Council continues to have importance of
a designated Data Protection information
Officer in post and a system of governance across
data breach and subject W the authority.
SI(:;:;S request monitoring in = :: The IGG Work_ Sgrvice -
2 Programme will Director — P
A recent audit on data Ol w|C2 | needto Business g
retention and disposals has wi o be prioritised and Services &
been completed which = g the expectations of | (SIRO)

identified a number of actions.

A Senior Information Risk
Owner has been identified and
an Information Governance
Group has been formed. In
addition, an Information
Governance Group and
Information Asset Owner
Group has been set up.

The Information Governance
Group has put together a draft
work programme and other
acts will be reviewed and
monitored through this
Information Governance Group

the
organisation manag
ed.

A Retention and
Disposals Policy will
be launched by mid
November

Additional support
will be put in place
to assist service
areas to coordinate
and collate
FOI/SARS requests.
This is in addition to
the FOI/SARS
Support Officer.
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income
e Staff absence

e  Hardship for some of
the community

e  Council criticised for
not responding
effectively

has been tested

)
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BACKGROUND - 219
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Risk No 6 Vulnerability: An Internal Audit of
The Council is required to Business Continuity
) develop and implement arrangements identified a
Business : L number of weaknesses
Continuity robust Business Continuity hich 4d d
Plans in line with the VI\'I1 Ic \rl]verr]e addresse
requirements of the Civil through the BC project.
Contingencies Act. An external consultant
Following the re- has been engaged to
organisation and negative devglop the strategy and
outcomes from Internal provide coaching o staff
Audit’s review plans need LO delveIoF [lJ:)Ians. This
to be updated and changes | 138 a}rgedy eden
in responsibilities ggg‘rgi:;etoi‘gst%;‘as
confirmed. undertaken in Feb 2020.
All departments now T
Consequence: have their own o DO:
e Services disrupted / departmental BC plans i -4
Loss of service Corporate strategy now r <§’:
e Possible loss of sits above all plans and g
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Improvement of current Following the
business continuity (BC) desktop exercise
management arrangement is scenario earlier this
currently in progress. year, and as a result
Our organisational response to of covid-19 ,
the current covid-19 emergency, Service
emergency demonstrates a Plan owners are
generally effective BCP with tasl.<ed. with .
essential services / critical reviewing thelr plans
functions continuing. anq ar_nendlng and
. . adjusting
Next phase is to co-ordinate accordingly. This
the review and updating of work will start
plans on an ongoing January 2021 and
progressive program. be completed by
w March 2021.
s :: Alongside this the _ -
o ¢ Emergency Business <
Q| w| €2 | planning Officer will | Services 3
wa review the Director &
= g Corporate BC Plan

from January 2021
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Increase in housing
waiting list

Current 30-year
business plan may
become
unsustainable.

)
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BACKGROUND - |3
REF RISK (IF - THEN) CAUSE/EFEECT a %
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Risk No 7 Vulnerability: Risk schemes are
If the Council is unable to ggﬁﬁndgbgrsétsesr :)hre
Housin §pend nght to buy receipts L -
Capitalg in set timescale on unatr;ltlupated site
Finance qualifying capital schemes, problems.
we will have to pay the
mloney t_ohthe Government Imposition of further
Seor?zgtylrtatlemereﬂ ata restrictions on rent levels.
Changes to legislation
which reduce income to the
HRA.
Consequence:
e Loss of capital
resources
e Revenues cost of E
penalty interest | <
e Loss of rental income o %
e Delays in provision of T 8
new social housing s

INHERENT
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1) Position being monitored by 1) Loss of right to
the House Building Cabinet buy receipts is
Committee and a number minimised.
of contingency options are 2) Impact of Policy
available including purchasing chan .
gesis
homes or land on the open minimised as far as
market or purchasing from possible
S106 developments. A '
Consultant has been engaged 3) Financial
to work to utilise the receipts reporting
before the deadline of the end requirements to be
financial year. developed to ensure
2) The Council belongs to the clec?r accounting
Association of Retained and governance
il Housi hich lobbi .
cc):r?l;E(C:L iscéllﬁl;lg which lobbies 4) The appointment
' of a HRA finance )
3) The development team are L expert has been Service
working with finance to develop | = | & agreed. They will Manager
I < . o Housi >
reports to enable clear visibility | 2| ¢ assist the Council in ousing <
around capital funding o| w|lC2 putting systems in Manageme 5
L a lace to mitigate risk | Nt @nd =
= QO P g Home
S .
Ownership
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Data changed,

)
Q|
BACKGROUND - 219
REF RISK (IF - THEN) CAUSE/EFEECT a %
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Risk No 8 Vulnerability: Risk of data held by the
Cvb The Authority handles a _Councu er_'lds lﬁp ":1
s yber large amount of personal |nappr0p|r|ate anas.
ecurity | and business data. Either Sysltem (;sds. However,
through hacking or RO 0SS 0 .at?j. Systemz
carelessness, security of fave reénalne pkrotecte
the data could be rom cyber-attack.
compromised.
EFDC is targeted directly.
Consequence: Unknown vulnerabilities
e Loss of system access In systems.
and/or data Misconfigured systems.
e Unable to provide EFDC staff error.
Council services Disgruntled EFDC staff. T
e Increased costs O
e Reputation damaged System Loss, i Q
e Ransomware payment | po.o unavailable, % <§(
e Corporate fines Data stolen g
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Security Officer is continually Cont_lnu_ed
monitoring situation and monltorlr!g & .
potential risks. Most systems researching security
have in built controls to prevent attack .
unauthorised access. g‘e‘itrofgggées and
Controls in systems have been procepdures
strengthened in response to
specific occurrences.
IT monitoring & installing
system updates & patches
Data is backed up daily with
forty days retained. Three
backups are also stored off
site.
Staff training. w
|_
I é Business %
Ol wl c2 Services g
I o Director &
O
=
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e Reputation damaged

o
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BACKGROUND - 19
REF RISK (IF - THEN) CAUSE/EEFECT a %
% —
-
Risk No 9 Vulnerability: The Habitats Regulations
et ; Assessment (HRA)
. Delays in issuing Plannin
Delays in Pern%/ission for g g January 2019 found that
issuing development due to the Plan would be likely
Plan.nm.g objections by Natural to have a 3|gn|f|cant.
Permission England regarding the effect upon t.he Epping
impact of development on Forest Sp‘?c'a' ﬁrea of
air quality in Epping Forest ponservatlon (the SAC)
SAC. in respect of both
atmospheric pollution and
disturbance from
Consequence: recreation & urbanisation.
e Delays in granting
Planning Permission in
the District and getting
an adopted Local Plan
in place. T
e Loss of New Homes Ol x
Bonus x| O
> —
e Restricted Business o <§’:
Rates tax base growth g

INHERENT
RISK RATING

As a result of further comments
received on 23 October further
amendments are being made
with a view to finalising the
APMS and policy wording in
the Local Plan.
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Regular meetings held with key o ;
stakeholders including Natural mggea;grnbittrﬁ tegy in
England to update the HRA recreational
and develop a mitigation pressure and air
strategy. Interim mitigation quality issues.
strategy was agreed by o )
Council in October 2018 to Interim air pollution
mitigate the impact of strategy has been
recreational pressure on the prepared and
Forest and Natural England updated following
have confirmed it is July 2020 Cabinet in S
appropriate. Draft Air Pollution light of the draft g
Strategy was agreed by 2020 HRA. 2
Cabinet in July 2020 for further Legal Opinion and a 2
consultation with Natural note for NE has °
England. An update HRA has been prepared %
been prepared and comments following their 2
received from Natural England T comments on the <)
on 11 September 2020. Ol o draft amended =
Leading Counsel’s advice and T| O policies on Air Planning £
further updates were sent to > 2 Quality and EFSAC. | Services g
NE on 29 September and a % = The Chief Executive Director i
meeting held on 15 October. S and PFH meeting g
2
)
3
>
g
|
>
=
S
=

Budget has been set aside to
buy in additional resource to
assist with issuing planning
decisions once this strategy
has been agreed. A draft
template S106 is currently
being finalised

with NE
representatives on 3
November has been
postponed. Work is
progressing to
achieve final sign off
of the APMS under
delegated powers.

10
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REF
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BACKGROUND -
CAUSE/EFFECT

LIKELIHOOD

IMPACT

Risk No 10

Climate
Emergency

Vulnerability:

The Council declared a
climate emergency and
has pledged to do
everything within its power
to make the Epping Forest
District carbon neutral by
2030.

The Council has identified
a number of initial areas of
focus, including: Local Plan
site allocations achieving
high standards of
sustainability; carbon
reduction of council owned
properties; the promotion
of sustainable transport
and implementing an air
quality strategy.

Consequence:
¢ Reputational damage

e Increased costs from
Climate Change
Mitigation
requirements

Failure in achieving
identified carbon
reduction targets and
taking action to reach the
carbon neutral District by
2030 pledge.

VERY HIGH

MODERATE

INHERENT
RISK RATING
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A Climate Change Officer and Agree on short term
a Sustainable Transport Officer priority climate and
have started in post. They are sustainable
working to develop an action transport actions to
plan with short, medium and propose to Cabinet
long term targets with the in December.
overall objective of becoming Continued
carbon neutral by 2030. The development of the
action plan will cover all action plan using
service areas so a workshop is knowledge gained
taking place with key officers to from the workshop
capture projects and initiatives and appraisal of
both undertaken and planned possible carbon
that will contribute to the action E reduction initiatives
plan. to identify suitable
I é targets. Chief %
Ol W Operating 5
- 8 The move to staff Officer o
= working from home

and covid-

19 associated
projects

including increasing
active travel as part
of the Safer Places
project for High
Street recovery, will
contribute towards
a positive impact on
carbon reduction

11



Appendix 1

)
Q|
BACKGROUND - 29
REF RISK (IF - THEN) CAUSE/EFEECT = E
|2
-
Risk No 11 | Failure of the Background: The
accommodation project to Council has embarked on
deliver: ambitious plan for the
Accommod e New wavs of agile renovation and
ation workin y g refurbishment of the civic
project . Bett 9 t council | ©ffices that will involve a
a:S;;use ot &-ounci decant and repopulation
) . . of staff and Members. As
* Financial savings well as offering space to
which ultimately impacts external partners.
on the Council’s objectives
and delivery of services
Effects
e Need to ensure IT I
resilience that supports | O | o
agile working practices | T | O
> <
wl =
>

INHERENT
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e Contractor ISG started Embed new ways of
refurbishment in July and working based on
programme is progressing the space created
well. Current target and how it will be
completion date is mid-March used. Align with
2021. digital collaboration
e Currently in the process of tools for office
planning how the space will based and remote
be utilised with a focus on working.
flexible working and Hire of a change
collaboration manager to support
¢ Monthly Accommodation the embedding of
Board meeting manages New Ways of
risks and issues raised by L Working
workstream leads = :: . : . . .
¢ Lessons learned from C19 2| Fl_nan(:lal savings Strateglc <
will inform the new ways of a w | C2 | will be realised Director 5
. (m) through the =
working focused on S| O development of the
collaboration. s P

Conder building via
Qualis

12
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Risk-No-12 | Failureofthe Staff Travel |Failuretodevelop-and Demand-respensive-transport; & |be_ d-new-ways-o
Plan-compromises.the implementapark-ane car-share-and-dynamic-car working-based-on
StattFravel park-booking-and-usage the spacecreated
ability-of-collaborative share-solution-at S
pan systems-to-be-developed- and-howtwillbe
working-atthe Civie Offices | NWA-due-tocest-het Al i
; permission-and-notiinding ;
office-space-(links-with-risk g based-and-remote
from-NWAto-Chie—
11 above e This |
accommedation-projest) napility ;9 ree upﬁpﬁ.a king bemg@vepseen—by.
superseded-by-the flexible .
working-arrangements
developed-as-aresuitof Birestor
Covid-19-There-area - Gontracts
o ) | ¢ and
bookable carparki T .
ivic Offi Senvices
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R No_13 : . : :
he-Couneil-is-heavily e . . Oversight through-the Group ) |
Qualis eliant-onincome-from Qualisisrelat veryHSK _Qg' Pany Steel g Ig O " behalf of
wltimately-dividendsfrom approvals-could with-Qualis-Group
Sig ||ea; thy-dr |pa;etle 'EI € ’I AALAFEVIEW 0 QH&IS. and-other Quakis
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